MEMORANDUM OF UNDERSTANDING
BETWEEN
THE UNITED STATES ARMY CYBER CENTER OF EXCELLENGE
FORT GORDON, GEORGIA
AND
MIDDLE GEORGIA STATE UNIVERSITY
MACON, GEORGIA

SUBJECT: Continuing Education Degree Program Articulation Agreement and
Academic Partnership

This Memorandum of Understanding (MOU) is made as of the date of the last
sighature to this agreenent by and between the Middle Georgia State University
(MGA) and the Cyber Center of Excellence (CCoE) (referred to colfectively, as the
“Parties”).

Midele Georgia State University (MGA) educates, and graduates inspired,
litetonglearners whose scholarship and careers enhance the region through
professional leadership, innovative parinerships, and community engagement.
The CCoE migsion is to develop Warfighters, leaders, and capabilities to sperate;
defend, attack, and influence through cyherspace and the electromagnetic spectrum to
fight and win in multi-domain operations.
1. REFERENCES/AUTHORITIES:

a. Executive Order 13607: Esfablishing Principles of Excellence for
Educational instifutions Serving Service Members, Veterans, Spouses, and other
Family Members; 27 April 2012

b. Department of Defense instruction (DoDI) 4080.19, Support Agreements,
18 December 2020

¢. Department of Defense University Affiliated Research Center (UARC)
Management Pian, 23 June 2010

d. Departmetit of Defense Strategy for Operating in Cyber Space, 2011
e. Department of Befense Cyberspace Workforce Strategy, 4 December 2013
f. Department of Defense Cyber Strategy, 18 September 2018

Department of Defense Instruction (DoDt) 1322.25, Valuntary Education
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Programs, 15 March 2011, incorporating Change 3, Effective 7 July 2014

h. Army Regulation 621-1, Advanced Education Programs And
RequirementsFor Military Personnel

1. Army Regulation 621-5, Ammy Continuing Education System

j.  United States Army Cyber Center of Excellence Strategic Plan,
2020-2021

2. PURPOSE: This MOU establishes the terms for awarding course credit
from MGA to enlisted personnel that have completed training/education
courses at the CCoE, as outlined in paragraph 4. The credits will apply
towards MGA'’s Bachelor of Science (BS) in Information Technology
program. The MOU also establishes a relationship between said Parties to
support the growth of each organization’s students and workforce while
detailing the objectives and scope of education, training, technical suppott,
and outreach provided by the Parties.

3. UNDERSTANDING OF THE PARTIES: The Parties hereby mutually
agree to undertake and promote the benefits of this collaboration as
follows:

a. The CCoE will list the MGA Bachelor of Science in Information
Technology program on the CCoE website for Continued Education Degree
Programs (CEDP) and assist MGA in warking with Army Continuing
Education System (ACES) to access and/or update the ArmylgnitEd web
portal. Updating the ArmyignitEd portal will help inform Soldiers of the
benefits available to them pursuant to this MOU, and to inform them of their
ability to receive course credit from MGA in accordance with the terms of this
MOU. The CCoE will refer interested students to ArmylgnitEd, the CCoE
CEDP website, and/or Army University's webpage to obtain such information.

b. MGA will implement and maintain a publicly accessible webpage that
identifies the degree and/or class enrollment options for students who are
eligible to obtain credit pursuant to this MOU. The MGA webpage(s) will
provide a degree map and contact information for the programs described in
Appendix A. The system institution webpage(s) will be updated regularly as
needed to publicize the official listing and status of programs.

c. Each Party grants to the other a royalty-free, nonexclusive, non-
transferable revocable license to use its name, logos, and other identifying
symbols for the limited purpose of this section. Except as specifically
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authorized in this MOU, however, neither Party shall use 1} the name or
marks of the other; 2) the name or likeness of any student; or 3} the name or
likeness of an employee or officer of the other in connection with any
product, setvice, promotion, news release or other publicity without the prior
written permission. of the other Party and of the individual(s) whose name(s)
or likeness may be under consideration.

4. CONTINUING EBUCATION DEGREE PROGRAM (CEDP) REQUIREMENTS:

a. Students enrolling in the MGA BS in Information Technology program
under the provisions of this MoU must:

(1) Be currently serving in the Department of the Army while
possessing Military Occupational Speciaity (MOS) 258, 250, 258, or 25U;
or having recently been retired (no more than three years from the date of
this agreement). from the aforementioned MO Ss’.

(2) Have completed the MOS courses outlingd in item 4 b, for
which they ate seeking course credit.

(3) Presenta Joint Service Transcript (J8T) as well as course
compietion certificates to receive credit for the courses outlined in this
MGLU.

{4) Meet all admission requirements for MGA and the BS in
InformationTechnology Program. Information pertaining to adul and
military students is availahle at htips://fiwww.mga.edu/admissions/adub-
learners.php.

(5) Submit all standard examinations scores for college credit
completed (such as Callege Leyel Examination Pragram (CLEP), and
other competency exams). A full list of how credit received at MGA for
these exams can be found by visiting htips//www.mga.eduftesting-
services/tests/ciep.php.

(6) Adhere to all MGA's graduation reguirements as defined by
the MGA catalog.

b. MGA agrees to:
(1) Award academic credit towards MGA's BS In information

Technology program for enrollees who have completed the 531-26810
Inforimation Technology Specialist, 101-25U10 Signal Support System
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Specialist, or 230-25D30 Cyber Network Defender Military Geccupational
Specialty Courses. The credits awarded for each course are as follows:

T T R O o bl Ot LT
¢ Course  MGA’s Course . Credit
: _ . Hours |
531-25810 iTEC"EIéctE\}é i i ] 3
| _ITEC E!ectwe__ - - L3
~ ITEC Elective .8
) ITEC Electwe_ U
ITEC Elective 3
230-25D30 - ITEC 4421 Nelwork Security 3
: ~ITEC 4341 Network Forensics/incident Respanse .~ 3
. HEC 4344 Ethlcal Hacktng b 3
102.25810  ITEC 2320 Networking Essentials i s
| Three lower-level (2000) course electives, | 9
OR . B FN—
~ ITEC upper-level (3000/4000) Elective i 3
401-25U10  ITEC 2215 Introductionto T 3 .
: . [TEC 2320 Networking Essentials S T A
Three lower-level (2000) course electives 9
QB ¢ o o nos e, i e & shimamail s
""" _ITEC 4200 Foundations of Information Security 3

Please refer to Appendix B for mapping of CCoE specific courses to the
program of study for the BS in information Technology degree.

(2) Provide distance learing oppartunities for students enrolling in
the BS in Information Technology program under this agreement.

(3) Charge its publicly published tuition rate to active duty military and
active reservists, including members of the National Guard, for both online
courses worldwide and face-to-face couirses offered in the United States, as per
Armmy Regulation 621-5. MGA's tuition rates are subject to change. Current
tuition rates can be found at https:/Awww.mga.edu/bursarftuition-feesfindex.php.
The stuslent's military service will pay up to $250.00 in tuition and fees per
semester hour. The student is responsible for paying any tuition and fees more
than $250.00 per semester hour.



SUBJECT: Continuing Education Degree Program Articulation Agreement and
Academic Partnership

(4) Maintain institutional authority of the terms of student
matriculation, degree offerings, requirements, and awarding of degrees in
accordance with each institution’s policies and procedures and applicable
U.S. Army regulations.

(5) Obtain Department of Homeland Security (BHS) and National
Security Agency (NSA) designation as Academic Centers of Excellence in
Cyber Defense orCyber Operations for cyber programs.

(6) If on-site at Fort Gordon, comply with installation policies,
procedures, and requirements for physical security and information
technology access and use, complying with the Installation Access
Guidance that is integralto DODI1 1322.25 and in keeping with Executive
Order 13607. Also, onsite institutions must fulfill requirements for
postsecondary institutions that present instruction on a militaryinstallation as
stated in AR 621-1.

(7) Adopt the ArmylgnitEd processes. ArmylgnitEd is the ACES
centralized management system for the Army's postsecondary voluntary
education programs. Sign the DoD MOU and adhere to its policies. Other
contracts that participating institutions may have with military installations
and ACES remain in place and are supplemented with DOD Instruction
(DODI) 1322.25.

(8) To the extent that student data must be provided to
representatives of the Army, pursuant to such policies and procedures,
institutions will provide such information for students who have consented
to the release of such information, in accordance with the Family
Educational Rights and Privacy Act (FERPA).

(9) During normai business hours, provide students with regular
and accessible academic advisement services at the institution where
the student is enrolled via walk-in appointments, telephone, email,
and/or synchronous web chat/video services, or other established or
new student services.

(10) Provide online coordinators via the ArmylgnitEd portal fo assist
with Soldier registrations and resolution of help desk cases submitted by the
Education Services Officer (ESO) within 2 business days of receipt.

(11) Inthe event of program termination, participating institutions
will make reasonable efforts to assist students affected by the change.
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(12) Provide or arrange for library and other reference and
research resources that are appropriate for the level of the academic
offerings, and which correspond with the Guidelines for Extended Library
Services published by the Association of College and Research
Libraries.

(13) Make education resources and materials available for students
to fullyparticipate in the courses in which they enroll on the same basis as
such materials are available to other students of the institution.

(14) Annually, provide projected term and registration dates, along
with class schedules for ACES approval before posting courses on
ArmylgnitEd. Advise ACES of any change in, or deletion of, scheduled
course offerings.

(15) Provide guidance to students on alternatives for course
enroliments in the event of course cancellation. Notify students when a class
(or a class related activity) is cancelled due to an emergency, hazardous
weather conditions, breach in security, or instructor unavaitability.

(16) Maintain policies and procedures that outline how, if awarded,
academic credit is awarded for successful completion of relevant military
training, college-level curricula, and standardize examinations offered by
nationally recognized organizations, such as the Advanced Placement
Program (AP), the international Baccalaureate Program (I1B), the College
Level Examination Program, and DANTES Subject Standardized Test
Program (DSST). The policy and procedures shall apply to both in-state and
out-of-state students and comply with the guidelines set forth in the
institution’s academic/student affairs handbook.

(17) Provide all Signal Soldiers with written withdrawal policies,
procedures, and provisions for tuition refund as it pertains to ArmyignitEd at
the time of academic advisement and registration periods.

(18) Provide advisement of, and assistance to pursue, any
supplemental financial aid other than Army tuition assistance for those
students who are ineligiblefor Army tuition assistance (e.g., Veterans
Administration benefits, basic grants, and scholarships).

(1S) Provide a certificate, diploma, or degree to those students
meeting the institution’s requirements, and provide, at a minimum, an
annual graduation ceremony consistent with the policies of the institution.



SUBJECT: Continuing Education Degree Program Articulation Agreement and
Academic Partnership

5. OTHER KEY REQUIREMENTS:
a. CCokE agrees to:

(1) Provide advisory assistance to participating MGA institutions in
curriculum development and, at the discretion of the CCoE and invitation of
the MGA institution, serve as guest instructors and speakers during seminars
and courses,

(2) Facilitate the possibility of field experiences including internships,
capstone projects, and more for students enrolled in approved programs or
classes at MGA.

(3) Inform MGA representatives of collaboration opportunities for
capability experimentation and research.

(4) Support efforts to promote cyber security teaching and learning
throughout Georgia in areas which align with the CCoE mission and
responsibilities.

b. MGA agrees to:

(1) Designate a representative to liaise with CCoE personnel through
regular engagements and appointments at least annually to facilitate this
agreement as needed.

(2) Promote and support MGA student attendance and/or
participation in CCoE-affiliated conferences and symposiums.

(3) Identify faculty that can serve on CCoE-affiliated subject matter
expert panels, conferences, or symposiums and support that service.

6. EFFECTIVE DATE AND TERMINATION: This MOU will be effective from
the last date of signing and will have a duration of three years (the "Term").
This MOU maybe renewed in writing by both Parties for additional one (1)
year term. Either Party may terminate this MOU upon 90 days written notice
to the other Party made to the institutional contact address, via U.S.
Certified mail. Termination must be in writing and signed by the approving
officials or their designee(s). However, the termination will not affect
Soldiers/veterans already in the program or course work.

7. MODIFICATION: This MOU may only be modified by the written
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agreement of the Parties, duly signed by their authorized representatives.
Programs and atrticulation agreements may be unilaterally updated during
the Term by the MGA provost to reflect currently available programs. Aiso,
the CCoE CEDP and MGA webpages will be updated regularly as needed
to publicize the most current official listing of programs. Any amendments

will be dated, consecutively numbered, and appended to each copy of this
document.

8. NOTICES: Any notice or communication permitted or required between
the Parties under this MOU shall be in writing and given by hand delivery,
delivery by United States mail, email, or delivery by commercial overnight
carrier. Notice shall be effective upon receipt to the person to whom it was
addressed or ten (10) days after notice was sent, whichever is earlier.
Notice shall be given to the following individuals:

CCoE:

Margie Waters, Ph. D.

Chief, Training Support Division

Cyber Center of Excellence

419 B Street,

Building 29718

Fort Gordon, GA 30905

Phone: 706-791-7445

Email; margie.waters.civ@army.mil

MGA:

Alex Koohang, Ph.D.

Dean, School of Computing
Middle Georgia State University
100 University Parkway

Macon, GA 31206

Phone: 478-471-2801

Email: alex.koohang@mga.edu

9. Either party may change the notice address set forth in this agreement by
providing notice to the other party.

10. The parties have executed this agreement by signing below.
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.r-""f._._?
Davect / /'7%_4:— i
DAVID JENKS, PH.D. PAUL T. STANTON
Provost Brigadier General, U.S. Army
Middle Georgia State University Cyber Center of Excellence
05/05/2022
(Pate) (Date)


























